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Backscattering limitation for fiber-optic quantum key distribution systems
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We characterized backscattering effects in optical fiber using a photon counting technique and
considered its implications for quantum key distributi@KD). We found that Rayleigltelastio
backscattering can put strong limitations on a two-way QKD system’s performance. Raman
(inelastig scattering can restrict the ability of wavelength multiplexing of a quantum channel with
strong classical data chan(! © 2005 American Institute of Physid©OI: 10.1063/1.1842842

Advances in quantum key distributiqg@KD) in fiber-  quency as the initial pulses, it cannot be decoupled using
optic networks dictate the necessity for system improvemengptical filtering and ends up in the detectors. Because the
to increase transmission distance and key transmissior rateeffect can happen any place in the fiber, the scattering cannot
In a typical QKD setup, communication occurs between twobe gated away by timing the detectors, resulting in an in-
parties, traditionally called Bob and Alice. Alice transmits creased false click probability. This effect can be suppressed
single photons and encodes the information in their polarizaby sending the trains of pulses and using a storage line of
tion or phase, while Bob randomly chooses predeterminegorresponding length at Alice’s statiGrhowever, this ap-
coordinate bases to measure the photon’s propértighis ~ Proach decreases an effective key rate.
is followed by a public discussion on a classical light chan-  In this work we studied how the Rayleigh and Raman
nel during which sifting, error correction, privacy amplifica- light scattering in optical fibers affect QKD. A two-way sys-
tion, and key generation occusee, for example, BB84 tem is more vglnerable to backscattering effects, and espe-
protocob.2’3 To properly conduct this procedure, Bob and cially to _Raylelgh scattgrlng. Results of Raman scattering,
Alice need to be synchronized; this can be done by sending'€@nwhile, can be applied to both systems.
strong light pulses between them. To optimize the resource Ve used the following simple model to estimate the scat-
utilization, these classical channels should share the tran{€ing effects on QKD. Consider a QKD link of distante
mission fiber with the QKD photons. In addition, from the [KM] and fiber lossy, [dB/km]. We denote the channel trans-

iaai —10-@1L/10 i ini
optical networking perspective there is a practical need t(gwl[ssmn LaS%FB_ 10 l—lcrs*r/]l%) t(l):tal (round-trip IOSS]‘C inside
combine QKD with classical wavelength division multiplex- ICe aska [dB] (7a= ! _rom.g system performance
ing optical channel$ Some of the photons from the classical pomrt] of \;]'eW’ L m;‘St be minimized; ItSr:OWGl‘ limit is gl\éen
channel can undergo spontaneous inelastic Raman scatteriﬁ? t .ekc f0|ce Ofdt € cogponepts. A_tl_t © sr;]lme tlme,&l?ue to
into the quantum channel bandwidth. This effect is charact'® sk of eaves .roppe ve) using a Trojan horse atta o
terized by wide frequency bandwidth, and is proportional to"A can n_ot be arbitrarily small. In the rest Of the.anaIyS|s we
the total power of classical channels and depends on the fib sume tto be 20 dB. If the experimental situation dictates a
link length. Since QKD involves detecting single photons, ower or higher loss value, results should be rescaled corre-

L : spondingly.
very sensitive detectors are requirednd any background ; , . . s
light in the fiber increases the system noise level and limits Optical _f|b?ar Ra)gf'.gh baclﬁfschatterlng can bfe charactfer
its performance. ized by a single coefficien8, which describes a fraction o

Yet another noise mechanism involves Rayleigh backSW forward propagated light backscattered into the fiber spa-

. . ’ tial mode. For optical time domain reflectometry applica-
scattering of the quantum channel itself. In a typical one-wa n Y app

OKD setup, Alice sends a signal to Bob. Any known imple}{lons’ backscattering is usually defined for a single launched

ot ¢ : : tive interf tepulse. The actual level then depends on the pulse duration
mentation of a one-way System requires active Interierometes, acquisition time window. The cw limit corresponds to
stabilization. An elegant solution to this problem, so-called

ol d-ol " has b d by Migieal the infinite pulse duration and acquisition time.
“plug-and-play system,” has been proposed by eal. Consider a two-way QKD system with a pulse repetition
in Ref. 6. It involves sending a light pulse from Bob to Alice

ateR. The number of photons per second launched by Bob
and then reflecting it back to Bob by a Faraday mirror an P P y

X ) Jn PO e an be given by
signal encoding. Bidirectional pulse transmission compen-
sates for fiber-induced polarization fluctuations, and removes i
the requirement of interferometer stabilizatioh! While I:’in:R77 e’ (1)
solving many practical problems associated with one-way mIE
interferometry, plug-and-play system introduces problems oWhere . is a mean number of photons per pulse. If weak
its own: strong laser pulses propagating from Bob to Alicecoherent pulses are used, the probability of findirghotons
can suffer Rayleigh scattering by fiber refractive index inho-in & pulse follows the Poisson statistics:
mogeneities. A fraction of this scattered light is captured in n
t_he fil_Jer spatial mode an_d propgga_ltes i_n the backward direc-  p(n, u) = '“—e—u_ 2
tion (i.e., back to Bol Since this light is of the same fre- n!

As u increases, the probability of multiphoton pulses be-
¥Electronic mail: alexei@magigtech.com comes significant and Eve can successfully conduct a photon

0003-6951/2005/86(1)/011103/3/$22.50 86, 011103-1 © 2005 American Institute of Physics
Downloaded 31 Oct 2005 to 199.174.192.99. Redistribution subject to AIP license or copyright, see http://apl.aip.org/apl/copyright.jsp


http://dx.doi.org/10.1063/1.1842862
http://dx.doi.org/10.1063/1.1842862

011103-2 Subacius, Zavriyev, and Trifonov Appl. Phys. Lett. 86, 011103 (2005)

hilt power circulator testfiber TABLE I. Raman and Rayleigh backscattering test results for SMF fiber.
laser Chilter | eter A
((,)) Type of False click
splitter terminator scattering Photons/pulse Average power probability
VOA Rayleigh X 104 -61 dBm 1.3 104
Raman 5¢ 10 -26 dBm 5.5¢ 10

-25dBm

scattered light was passed through a tunable filter and di-

rected through a variable attenuator into a gated InGaAs/InP

APD, cooled to -80°C(ét=2ns, QE=10%, DCR2

X 107%). An optical spectrum analyzer was used to monitor

-85 dBm the scattering spectrum.

-105 dBm LAl 3 ; A typical Raman scattering spectrum is shown as an in-

1400 nm 1550 nm 1700 nm set in Fig. 1. A 1538 nm laser was used in a Raman scatter-
ing photon-counting measurement. We measured the count

FIG. 1. Scattering experimental setup. Inset shows a typical Raman scattefate when the receiver filter was set Xt 1549 nm (AN

Ing spectrum. =0.8 nm. For the Rayleigh scattering characterization, we

used a 1549 nm laser. Measurement results for the SMF fiber

number splitting attack®*! To reject this attack, Alice must are summarized in Table |.

decrease the value gf as the channel loss increases. The  From these measurements we estimated the Rayleigh

ultimate security model states that all the multiphoton pulsegackscattering coefficient for the SMF g8=-40.5 dB.

can be eavesdropped by EVeMaking an assumption that (Rayleigh backscattering for the LEAF fiber was slightly
Eve can change the channel loss but not the detectogsquara-rger;lgz_39_5 dB)

-45 dBm

-65 dBm

tum efficiency(QE), we end up with a conditiop.= 7 We used our data to estimate the scattering effects in a
Eqg. (1) can be then simplified to bidirectional QKD setup. Figure 2 shows the detector false
R click probability as a function of the transmission distance.
Pn=—. (3 Contributions from imperfect interferometer visibility, and
A Rayleigh backscatteringfor different repetition rateR as

The backscattered light levéh photon/segis then given by ~ given by Eq.(6)] are shown on a graph. We assumed a stan-
dard fiber lossa;=0.2 dB/km, =-40 dB, and a 20 dB

Phack=[1 = ex— 2a,L) PP, (4)  round-trip loss inside Alice. The mean number of photons
launched by Bob is equal to 100. We also assumed the fol-
lowing detector parameterst=1 ns, DCR=10°, and QE
pgack: BPi (5) =10%. As the figure shows, the Rayleigh backscattering con-
tribution (at R=1 MHz) becomes the dominant error contri-
and a,=a; X (In 10/10.

bution at distances larger than 90 km. This means, when ul-

We further assume that the QKQlS;g",‘a' is detected Usingmate security is desired, that Rayleigh scattering quickly
gated avalanche photo diodgsPDs),” with the following hecomes a limiting factor for longer transmission distances

parameters: gate pulse widh, dark current rate DCR, and 454 higher pulse repetition rates. The only known solution is
quantum efficiency QE. The probability of getting a false ; reqyce the repetition rate, which causes key distribution to
click caused by Rayleigh scattering is be rather slow and inefficient. The idea of Bethweteal. to

where P, is the light backscattered from an infinite fiber:

Prayleigh= [1-exg- 26’2'—)],8E SQE. (6)
A 102

In addition, if other optical(classical channels are 10° |
present, their Raman scattering contribution can be estimate >, ~< o
by £ o V=99 y=94%

s TS~

Praman= [1 - eXF(_ 2a2L)]BR()\) &QE 'Pin AN, (7) -g_ 105 1 BN < R=10MHz
where Bx(\) is a coefficient defining Raman backscattering § 106 | Kf NSl R=1MHz
into 1 nm bandwidth in a manner similar to that of the Ray- 'S /’f S~
leigh coefficient[Eq. (5)]. The Raman contribution depends 2 407 =~ R=\1°°kHZ
on the wavelength of a classical channel, and on the bandw /—f )
width A\ of the filter in front of the receiver. 108 -

Figure 1 shows our experimental setup. The output of a
pulsed [repetition frequency=600 KHz, full width at half- 10° ; ' ; ' '
maximum (FWHM) ~50pg laser passed through a 0 20 4 60 80 100
100 GHz channel filter and a circulator, and was launched Distance, km

into a 26-km-long fiber spool standard single-mode flberFIG. 2. Detector false click probability vs distance in ultimate security

(SMF) or LEAF (® Corning). (Scattering from an infinitely  model: contribution from interferometer visibilitgy/=94% and 99% and

long fiber spool should be roughly 10% hi%heThe back-  Rayleigh backscattering noise for different pulse repetition retes
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10° were assume@lWe used a measured Raman scattering coef-
3 104 | ficient value.
@ In conclusion, backscattering can be a major limitation
£ 10% | for bidirectional QKD. Even with improved detector perfor-
g mance(QE and DCR, afterpulsing, etg.Rayleigh scattering
3 106 can limit the key rate. Raman scattering, on the other hand,
2 puts stringent power restrictions on additional optical chan-
g 107 1 nels sharing the same fiber.
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